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China: Cross-Border Data Transfer
Without Consent

Personal Information Protection Law (PIPL)

Collecting and sharing customer information with affiliates in
other jurisdictions for marketing purposes without consent, may
incur damagesto thetune of around 2,600 Euro for a hotel group
because such data processing is not necessary for the perfor-
mance of the contracted services.

Guangzhou Internet Court decision v. 8.September.2023 — Y ue
0192 Min Chu No. 6486

Summary & Comment

Facts

The Paintiff, Zuo, raised concerns about the cross-border trans-
fer of his personal information outside of Chinaand it being sha-
red globally. The Defendants are a French multinational hotel
group and its wholly owned Shanghai-based subsidiary. The
Plaintiff purchased a membership card from the Shanghai com-
pany to enjoy discounted hotel services provided by the French
hotel group. He later used the hotel group’s app to book a hotel
room in Myanmar, providing his personal information to the
French hotel group and agreeing to the , Customer Personal Data
Protection Charter* within the app.

Subsequently, the Plaintiff filed a complaint alleging his perso-
nal information had been transferred overseas and shared glo-
bally without his explicit knowledge and separate consent. The
Defendants argued that processing his personal information was
necessary to fulfill their contractual obligations and a common
practicein global hotel operations.

Held

In this case, only the French hotel group was held liable and
ordered to compensate the Plaintiff for collecting his informa-
tion from its app and sharing it for marketing purposes without
proper notice and consent. The Court’s decision * interpreted
severa provisions of China's Personal Information Protection
Law? (PIPL) concerning (1) standing, (2) legal basesfor proces-
sing personal information, such as consent and necessity, disclo-
sure requirements and localization policies, and (3) criteria for
determining damages.

1. The Plaintiff’'s Standing

The Court considered whether the Paintiff's case was
actionable. Despite the Defendants’ contention that the Plaintiff
had not exercised his rights directly against them before taking
legal action, the Court allowed the case to proceed. The decision
distinguished between an infringement of basic rights and adata
subject’s right to access, clarifying when judicial remedies can
be sought without the prior exercise of rights against a data con-
troller.

2. Legal Bases for Processing Personal Information
The Court highlighted that PIPL provides multiple legal bases
for processing persona information, with consent and contrac-
tual necessity being among them and both standing on equal foo-
ting. It recognized that the Defendants' collection and proces-
sing of the Plaintiff’s personal information was primarily done
to complete his booking. When it is necessary to process a data
subject’ s information to perform contracted services, consent is
not required. However, the Court found that all personal infor-
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mation collected and processed by the hotel group was not con-
tractually necessary, as it not only used the Plaintiff’s informa
tion for booking purposes but al so collected and shared hisinfor-
mation with affiliatesin other jurisdictions for marketing purpo-
ses. The Court found the hotel group’s general privacy policy
disclosures inadequate to inform users and obtain consent. Ins-
tead, the hotel group was required to provide more explicit and
separate consent for different cross-border data usages.

3. Criteria for Determining Damages

The Court emphasized that under PIPL and the relevant judicial
interpretations, damages are assessed based on expenses incur-
red to prohibit an existing infringement. Damages include finan-
cial losses, such as reasonable expenses for investigation or evi-
dence collection, and legal fees. In this case, the Court awarded
the Plaintiff RMB20,000 (around €2,600), considering the rea-
sonableness of expenses, the Defendants’ fault, and the impact
on the Plaintiff’ s personal information (including how theinfor-
mation was handled and the volume and extent of information
involved).

Comments on Implications for International Compa-
nies

This judgment is China's first judicial decision specifically
addressing cross-border transfers of personal information since
PIPL was enacted. This landmark judgment highlights the
importance for international companieswith onshore or offshore
operations in Chinato understand PIPL and the rights it provi-
destoindividualsin China. Multinational companiesshould con-
sider the following:

1. Privacy Frameworks

International companies must align their global privacy frame-
works with Chinese data protection requirements. European
companies, in particular, should consider localizing their privacy
policies with a China-specific addendum or a separate China
customer privacy notice and consent mechanismsto comply with
PIPL requirements.

2. Informed Consent Mechanisms

The Court’s emphasis on separate informed consent for activi-
ties beyond contractual necessity imposes practical compliance
obligations. International companies must ensure their consent
mechanisms clearly distinguish between essential data proces-
sing activities and secondary purposes like marketing or ana-
lytics. Merely integrating consent clauses into general privacy
notices or terms and conditionsis insufficient under PIPL.

3. Scrutiny of Cross-Border Data Transfer

International companies should prepare for increased scrutiny of
their cross-border datatransfer mechanisms. Although the Court
did not opine on thisissue dueto the Plaintiff’ swithdrawal of his
request that the Defendant’ scompliance program be examined, it
servesasareminder of theimportance of complyingwith PIPL’s
requirements. This includes proper recordkeeping and conduc-
ting thorough impact assessments, among other things.

4. Potential Penalties and Liabilities

International companies should be aware of potential administra-
tive penalties and personal liabilitiesfor officers. For severevio-
lations, fines can be substantial, and companies may face busi-
ness suspensions or license revocations.

5. Increased Legal Challenges

International companies should anticipate more disputes and
legal challenges related to data privacy protection. Data subjects
in China are more conscious of their rights and willing to assert
them than ever. Establishing robust internal proceduresand dedi-
cated teams to handle data-subject requests and complaints is
advisable.
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6. Conclusion

This judgment serves as an important reminder to international
companies of the critical need to harmonize global data manage-
ment practices with the heightened Chinese regulatory land-
scape. Proactive compliance measures, localization of privacy
policies, and close monitoring of legal developments are essen-
tial to mitigate risks associated with cross-border data transfers
and ensure long-term business sustainability in China.
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