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The Department of Justice

Wants You to Call. And It
Wants You to Put Its Number
on Speed Dial

Michael Culhane Harper, Christopher L. Nasson, David C. Rybicki,
Neil T. Smith, and Hayley Trahan-Liptak*

In this article, the authors examine all of the new programs recently unveiled
by the U.S. Department of Justice designed to get employees or companies to
call as soon as they learn of potential corporate misconduct. The authors then
evaluate the impact these new policies and programs will have on corporate
criminal prosecution. Finally, they explain what it all means for companies
doing business today.

Over the past year and a half, the U.S. Department of Justice
(DOJ) has unveiled an unprecedented number of policy updates,
pilot programs, and incentive structures all designed to do one
thing—to get you or your company to give them a call as soon as
you learn of potential corporate misconduct. With a downward
trend in complex corporate cases brought by U.S. prosecutors,
and the increasing difficulty in tracing communications and
money across the globe, the reason why DOJ wants to incentivize
whistleblowers is self-evident. DOJ knows corporate misconduct
has not decreased, it is just getting easier to hide. This article looks
at all the new programs and explains why DOJ has made such a
significant pivot. It then evaluates what impact these new policies
and programs will have on corporate criminal prosecution. Finally,
it explains what it all means for companies doing business in this
new and treacherous whistleblower landscape.

Department of Justice Policies and Programs

Corporate Self-Disclosure Policies

The first set of policies rolled out by DOJ endeavor to incentiv-
ize companies to proactively self-report corporate misconduct to
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federal prosecutors. The first is an enhancement to the Corporate
Enforcement and Voluntary Self-Disclosure Policy (CEP), a pre-
existing policy that provides incentives to companies that self-
report corporate criminal misconduct. The second is a new policy,
the Mergers and Acquisitions Safe Harbor Policy (M&A Safe Harbor
Policy), designed to encourage companies to report misconduct
discovered during the course of an acquisition.

The Revised Corporate Enforcement and Voluntary
Self-Disclosure Policy

On January 17, 2023, DOJ announced revisions to the CEP.!
The announcement unveiled three significant modifications to the
policy that governs the way in which DOJ prosecutes corporate
crimes.

First, the revised CEP now extends beyond the Foreign Corrupt
Practices Act (FCPA) and applies to all cases under the jurisdiction
of DOJ’s Criminal Division.

Second, the revised CEP expands the voluntary self-disclosure
benefits companies can obtain, including providing for declinations
even when aggravating circumstances are present.

Third, companies can now receive greater reductions in
fines for self-disclosing and subsequent cooperation with a DOJ
investigation.

Background and Expansion of Scope

In April 2016, DOJ launched its FCPA Pilot Program, a one-
year, experimental initiative to incentivize companies to voluntarily
disclose information related to potential FCPA violations, cooper-
ate with DOJ investigations, and undertake remedial actions.? In
November 2017, DOJ formally adopted the pilot program as the
FCPA Corporate Enforcement Policy (FCPA CEP) and added it to
the Justice Manual.? While the FCPA CEP had been nominally used
in non-FCPA cases since 2018, the revised CEP expressly expands
its application to all corporate criminal matters handled by DOJ’s
Criminal Division, including DOJ’s Money Laundering and Asset
Recovery Section and the Fraud Section.*

Voluntary Self-Disclosure

Under the revised CEP, companies that voluntarily self-disclose
misconduct are eligible for a declination, regardless of aggravating
circumstances, if the following three requirements are met:
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1. The company voluntarily disclosed the misconduct
“immediately” upon becoming aware of the allegation of
misconduct;

2. The company had an effective compliance program and
system of internal accounting controls in place that
enabled the identification of the misconduct and led to
the voluntary self-disclosure; and

3. The company engaged in “extraordinary cooperation” and
remediation.’

The revised CEP requires voluntary self-disclosure immedi-
ately after the company learns of the alleged misconduct in order
to benefit from the presumption of a declination under the pro-
gram.® While the revised CEP does not define what qualifies as
“immediate,”” DOJ’s initial application of the revised CEP suggests
DOJ sees the required term as closer to several weeks as opposed to
months. In April 2024, for example, DOJ announced its declination
of Proterial Cable America, Inc. (formerly Hitachi Cable America
Inc.).! DOJ declined prosecution of Proterial for a fraud scheme
committed by its employees.” The declination letter noted that
Proterial “disclosed the issue to the Fraud Section within weeks of
an employee raising the issue during an internal audit.”"

Conversely, in September 2023, in applying the revised CEP,
DOJ entered into a non-prosecution agreement (NPA) with Albe-
marle Corporation, which awarded Albemarle a 45 percent dis-
count from the low end of the sentencing guideline range."! DOJ
considered Albemarle’s voluntary disclosure of its illegal conduct
prior to DOJ’s knowledge of the bribery scheme in its decision."
However, DOJ found the disclosure did not meet the voluntary
disclosure standard under the CEP, noting the disclosure was not
“reasonably prompt” as defined in the CEP and U.S. Sentencing
Guidelines § 8C2.5(g)(1) because Albemarle first learned of allega-
tions of bribery 16 months before its initial disclosure."

Like the “immediate” requirement, the revised CEP does not
clearly define the requirement for “extraordinary cooperation.”**
The FCPA CEP mandated “full cooperation” by companies in order
to be eligible for a presumption of a declination and fine reduc-
tion."” The revised CEP retains this requirement for a presumption
of declination and fine reduction, but now emphasizes the need
for “extraordinary” actions, beyond merely “full cooperation,” by
companies facing aggravating factors.'* DOJ leadership provided
some guidance on DOJ’s definition of “extraordinary, stating, “we
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know ‘extraordinary cooperation’ when we see it, and the differ-
ences between ‘full’ and ‘extraordinary’ cooperation are perhaps
more in degree than kind. To receive credit for extraordinary coop-
eration, companies must go above and beyond the criteria for full
cooperation set in our policies—not just run of the mill, or even
gold-standard cooperation, but truly extraordinary.”"’

Additionally, the revised CEP now explicitly states that a com-
pany could receive a declination even with aggravating circum-
stances, provided that the company immediately self-discloses
after learning of alleged misconduct, has effective compliance and
internal accounting controls at the time of the misconduct and
disclosure, and offers exceptional cooperation and remediation
beyond the outlined factors.'®

Where a criminal resolution is warranted for a company that
voluntarily self-discloses, cooperates, and remediates, the revised
CEP increases the cooperation credit ceiling to 75 percent, from 50
percent.” As for companies that fail to self-report, but fully cooper-
ate and remediate, the revised CEP increases the maximum discount
to 50 percent, from the previous max of 25 percent.”’ Importantly,
DOJ emphasized the 50 percent discount will not become DOJ’s
standard practice.” Instead, it will be reserved for companies that
truly distinguish themselves by showcasing exceptional cooperation
and remediation.?> Having a greater range of cooperation credit
available will ensure that prosecutors consider distinctions among
the nature of a company’s cooperation and remediation and, for
DOJ, hopefully incentivize those companies to go above and beyond
in cooperating with the government.

The M&A Safe Harbor Policy

DOJ’s M&A Safe Harbor Policy was announced on October 4,
2023.% The purpose of this policy is to encourage acquiring compa-
nies to voluntarily disclose criminal misconduct uncovered during
an M&A transaction.”* Companies that disclose violations of U.S.
law under this policy will receive a presumption of a declination
by DOJ.>* To be eligible, acquirors must:

1. Disclose wrongdoing discovered within six months of the
acquisition’s closing;*

2. Fully remediate the misconduct within one year of the
closing date;*” and
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3. Pay any disgorgement, forfeiture, or restitution in accor-
dance with voluntary self-disclosure policy.*®

Scope and Eligibility

The M&A Safe Harbor Policy applies to the acquiring com-
pany.?”’ In announcing this new policy, DOJ emphasized that an
acquiring company that fails to perform effective due diligence
as part of the transaction or voluntarily self-disclose identified
misconduct at its target will be subject to full successor liability.*

The time frame of the M&A Safe Harbor Policy is more pre-
cise than the CEP. To be eligible for the M&A Safe Harbor Policy,
the acquiring company must voluntarily self-disclose misconduct
to DOJ within six months of the close of the M&A transaction,
regardless of whether the misconduct was discovered before or
after the acquisition.” The acquiring company must then complete
a full remediation of the misconduct within one year of closing.*
The start of the six-month clock at closing incentivizes thorough
pre-acquisition due diligence. Acquiring companies that discover
conduct during diligence will have additional time to investigate
and evaluate the conduct, an advantage over those that may only
uncover misconduct after closing. Notably, the six-month disclo-
sure period does not pertain to companies that uncovered miscon-
duct concerning national security or ongoing or imminent harm;
companies with this information are expected to come forward
promptly.”

Aggravating Circumstances

The presence of aggravating factors at the acquired company,
such as the involvement of an executive, pervasive or egregious
misconduct, or significant profits gained from the misconduct, will
not affect the acquiring company’s ability to receive a declination.*
Additionally, any misconduct reported under the M&A Safe Harbor
Policy will not be considered in future analyses of repeat offenses
by the acquiring company.*

Individual Whistleblower Programs
In addition to the increased incentives for corporate self-

reporting, DOJ has also unveiled programs designed to incentivize
individuals to disclose criminal conduct. Indeed, DOJ has rolled out
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several whistleblower pilot programs during the first half of 2024,
providing whistleblowers, who have criminal exposure, with NPAs
in exchange for reporting new information about particular types
of criminal conduct. However, the most successful new program
provides significant financial rewards to individuals who call DOJ
to flag corporate criminal misconduct—a potential game changer
in the compliance and enforcement arena.

Southern District of New York Whistleblower Pilot Program

The U.S. Attorney’s Office for the Southern District of New
York (SDNY) led the way with the first whistleblower program
offering NPAs to culpable individuals who report certain criminal
conduct (SDNY WB Pilot Program). The SDNY WB Pilot Program,
announced January 10, 2024, and effectuated February 13, 2024,
was launched to “encourage early and voluntary self-disclosure of
criminal conduct by individual participants in certain non-violent
offenses.”*® In particular, this program, which was designed to
“proactively uncover criminal conduct,” applies to “circumstances
where an individual discloses to [SDNY] information regarding
criminal conduct undertaken by or through public or private
companies, exchanges, financial institutions, investment advisers,
or investment funds involving fraud or corporate control failures
or affecting market integrity, or criminal conduct involving state
or local bribery or fraud relating to federal, state, or local funds.”*

Under the SDNY WB Pilot Program, whistleblowers will be
offered an NPA if the following six conditions are met:

1. The individual discloses new criminal information not
previously known to authorities;

2. The individual discloses the information voluntarily and
not in response to a government inquiry or preexisting
duty to disclose;

3. The individual assists in prosecuting equally or more
culpable individuals;

4. The individual “truthfully and completely” discloses all
criminal conduct of which they are aware;

5. The individual is not a government official, law enforce-
ment agent, or high-level company officer; and

6. The individual has no prior convictions or involvement
in specific serious crimes.*®
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Even absent one or more of the stated requirements, prosecu-
tors may, on a discretionary basis and with supervisory approval,
offer an NPA in exchange for a whistleblower’s information.* In
determining whether to grant an individual a discretionary NPA,
prosecutors consider factors such as the extent of public disclosure
of the criminal conduct, voluntary disclosure by the individual, the
individual’s ability to provide assistance, completeness of disclo-
sure, the individual’s position of trust, adequacy of non-criminal
sanctions, and the individual’s criminal history.*

Regardless of whether an individual receives an NPA by meet-
ing the enumerated criteria or through the prosecutor’s discretion,
any reporting individual who receives an NPA is required to forfeit
any proceeds stemming from the individual’s criminal misconduct.

Northern District of California Whistleblower Pilot Program

Shortly after the SDNY announcement, the U.S. Attorney’s
Office for the Northern District of California (NDCA) launched its
own whistleblower pilot program for culpable individuals, which
took effect March 14, 2024 (NDCA WB Pilot Program).*" Much
like the SDNY WB Pilot Program, the NDCA WB Pilot Program
“creates a strong incentive for wrongdoers to come forward, report
crimes, and cooperate with [NDCA] in several critical areas—fraud,
public corruption, and theft of trade secrets.”*

The requirements for receiving an NPA under the NDCA WB
Pilot Program largely echo those under the SDNY program, such
as requiring the voluntary and truthful disclosure of new informa-
tion and the ability and willingness to assist in the investigation of
others. Moreover, like the SDNY WB Pilot Program, the NDCA WB
Pilot Program disqualifies from NPAs particular government and
corporate officials and those with a felony conviction or involve-
ment in particular crimes.* Notably, and unique to the NDCA pro-
gram, in requiring an individual’s assistance in prosecuting others,
the NDCA WB Pilot Program explicitly requires the individual to
testify under oath where necessary or appropriate.**

Like SDNY prosecutors, NDCA prosecutors may similarly grant
a discretionary NPA even absent the factors outlined in the NDCA
Whistleblower Pilot Program.* Recipients of an NPA—whether
pursuant to the above requirements or discretionary approval—
must also forfeit proceeds involved in the individual’s criminal
misconduct.
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DOJ Criminal Division’s Pilot Program on Voluntary
Self-Disclosures for Individuals

Not to be left out of the individual whistleblower party, in
April 2024 DOJ’s Criminal Division announced that it, too, was
launching a pilot program on voluntary self-disclosures for cul-
pable individuals with the hopes of obtaining information useful
in “investigat[ing] and prosecut[ing] criminal conduct that might
otherwise go undetected or be impossible to prove”® (DOJ WB
Pilot Program). DOJ hopes that “in turn, [the DOJ WB Pilot Pro-
gram] further encourage[s] companies to create compliance pro-
grams that help prevent, detect, and remediate misconduct and to
report misconduct when it occurs.”* The DOJ WB Pilot Program
applies to the entirety of DOJ’s Criminal Division and, aside from
incentivizing and awarding individuals for coming forward, the
program is also intended to “put pressure on everyone—including
companies—to disclose misconduct as soon as they learn about it.”**

DO]J WB Pilot Program is intended to complement existing
DOJ policies and directives and will grant an NPA to individuals
based on the following criteria:

1. Disclosure of original, non-public information on specific
criminal activities to npa.pilot@usdoj.gov;

2. The information must relate to certain specified offenses
involving:

a. Financial institutions and fraud;

b. Integrity of financial markets undertaken by certain
financial institutions, by or through companies—
either public or private—with 50 or more employees;

c. Foreign corruption and bribery related to public or
private companies;

d. Health care fraud or illegal health care kickbacks
by private or public companies with 50 or more
employees;

e. By or through companies with 50 or more employees
related to fraud against the United States related to
federally funded contracting; and

f. Committed by or through companies related to bribe
or kickback payments to domestic public officials.

3. Disclosure must be voluntary and made before any gov-
ernment inquiry and in the absence of any preexisting
duty to disclose;
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4. The disclosure must be truthful, complete, and include
all relevant information;

5. The individual must agree to fully cooperate with DOJ
investigations, including providing testimony and evidence;

6. The individual must agree to forfeit profits, pay restitution,
and compensate victims;

7. The individual (a) has no prior involvement in violent or
sexual offenses, no felony convictions, and no misconduct
involving fraud or dishonesty and (b) is not a CEO, CFO,
or publicly elected or appointed official.”

Separate and apart from the requirements above, prosecutors
may also grant discretionary NPAs under certain circumstances,
such as when an individual comes forward under the program
but not all criteria are met. Such discretionary NPAs are granted
in accordance with the Justice Manual and Criminal Division
procedures.”

Corporate Whistleblower Program

DOJ has also made clear it wants to incentivize reports from
individuals who are aware of criminal misconduct but have had no
role in the conduct. To that end, on March 7, 2024, DOJ announced
its intention to launch a separate whistleblower pilot program to
reward individuals who report significant corporate misconduct
or financial wrongdoing (DOJ Corporate WB Pilot Program).*!
The program will follow in the footsteps of a similar Securities and
Exchange Commission (SEC) whistleblower program (SEC WB
Program) that was introduced in 2011, which has been responsible
for a total of $1.9 billion in whistleblower awards since inception,
with more than 18,000 tips in FY 2023 alone.*

The specific details of the program are still in development,
however as part of the announcement of the program, DOJ pre-
viewed key criteria necessary to qualify for a reward. The criteria
include:

1. The whistleblower must not have been involved in the
disclosed criminal activity;

2. The whistleblower must be “the first in the door,” bringing
truthful information previously unknown to DOJ; and
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3. There must not be other financial incentives for disclosure
available to the whistleblower, such as under the qui tam
provisions of the False Claims Act or another federal
whistleblower program.>

DOJ previewed that any reward under the DOJ Corporate
WB Pilot Program will be allotted only after all victims have been
properly compensated. While the program is expected to apply to
reports of any violations of federal law, DOJ has emphasized its use
for reports on criminal abuses of the U.S. financial system. This may
include corruption cases, including violations of the FCPA and the
newly enacted Foreign Extortion Prevention Act, so long as these
are matters not otherwise under the jurisdiction of the SEC WB
Program. The stated intent of the DOJ Corporate WB Program is
to fill gaps in the existing whistleblower program framework and
promote good corporate citizenship.>*

Why Is DOJ Doing This?

This all-out whistleblower effort by DOJ is no coincidence. The
rationale behind DOJ’s unveiling of these programs is clear—pros-
ecutors want help identifying and prosecuting corporate criminal
misconduct which has become increasingly more difficult. This
struggle to prosecute criminal cases is reflected in the fact that
complex criminal corporate prosecutions are generally down across
DOJ. And reasons for this downturn include the fact that the good
evidence is harder for prosecutors to find.

Corporate Prosecution Numbers Are Down

For the past several years, DOJ has been outspoken about the
fact that it is laser focused on investigating and prosecuting cor-
porate crime. In speech after speech, DOJ leadership has repeated
the message that prosecuting corporate misconduct is a top priority
for the nation’s prosecutors.” Despite these words, the number of
corporate criminal prosecutions over the past few years has seen
a general decline.

The DOJ Criminal Division’s Fraud Section is the global leader
in investigating and prosecuting complex white-collar crimes.*
The Fraud Section, comprised of about 160 prosecutors, has three
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litigating units, each with a different mandate: the Health Care
Fraud Unit (prosecuting health care fraud), the Market Integrity and
Major Frauds Unit (prosecuting complex securities, commodities,
cryptocurrency, and other financial fraud and market manipulation
cases), and the Foreign Corrupt Practices Act Unit (prosecuting
foreign bribery cases). Following a high water mark in 2019, the
number of corporate criminal prosecutions brought by the Fraud
Section has been consistently down year over year. The year 2019
saw a total of 15 corporate prosecutions that resulted in almost
$3 billion in monetary penalties owed to U.S. authorities.”” The year
2020 saw a decrease in the total number of corporate prosecutions,
13, but in an increase in the total monetary penalties owed in the
United States, $4.4 billion.”® The total number of corporate prosecu-
tions in 2021 fell to 9, with total penalties around U.S. $3 billion.*
As for the past two years, the numbers of corporate prosecutions
remained low with 7 in 2022 and 8 in 2023.° And the total value
of associated monetary penalties for those two years also fell to
$1.64 billion and $641 million, respectively.

And it is not just DOJ’s Fraud Section that has seen a dip in cor-
porate prosecutorial action. According to statistics released by the
U.S. Sentencing Commission—which tracks sentencing statistics
from each judicial circuit, the districts within each judicial circuit,
and the districts within each state—the number of “organizational
offenders” sentenced nationwide in the federal system has been
down from a high mark in 2019.¢

Why are the numbers down? Three reasons: COVID-19, tech-
nological advancements, and data privacy laws.

COVID-19

It is undeniable that the COVID-19 pandemic had a significant
impact on all of us and the way in which we conduct our lives.
The impact to federal prosecutors was no different. The way in
which prosecutors best investigate cases is by pounding the pave-
ment, meeting face to face with witnesses and targets, gathering
evidence through interviews and reviewing evidence with federal
law enforcement agents, and in the case of transnational crime,
traveling overseas to coordinate with foreign law enforcement agen-
cies on evidence sharing. The COVID-19 pandemic stopped all of
this in its tracks—and did so for well over a year. It is unsurprising
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that the dip in corporate prosecutions reflected the timeline of the
pandemic, falling off a cliff after 2020.

Technological Advancements

While the pandemic certainly had a significant impact, now that
most of the associated restrictions are in the rearview mirror and
prosecutors are again able to travel, there are other more systematic
reasons cases are down. Technological innovation—including the
proliferation of ephemeral messaging platforms and more sophis-
ticated payment structures using off-shore bank accounts, digital
banks, and cryptocurrencies—has certainly played a significant
part in complicating the mission of U.S. prosecutors.

Long gone are the days where conspirators used emails as their
main method of communication about a criminal scheme. These
communications have moved to platforms like Signal, WhatsApp,
and WeChat. In fact, in many parts of the world, ephemeral mes-
saging platforms are the main ways in which people communicate.
In Brazil, WhatsApp is the preferred communication application
for a majority of the population.® In China, some statistics indicate
that 80 percent of the population communicates by WeChat.®

The issue for prosecutors is that content from these platforms
is either encrypted or disappears soon after being sent, or both.
In the case of an email account, the entirety of its content may be
preserved by the email provider (e.g., Google), and with a search
warrant prosecutors can get their hands on those communications.
However, the message content for ephemeral messaging platforms
is not stored with the providers—a search warrant to WhatsApp
won’t work.**

In recognition of the value of the evidence contained in these
platforms, and a desire to incentivize companies to help DO]J
preserve this hard-to-get evidence, DOJ declared that companies
should have data preservation policies in place that would capture
their employees’ use of these applications.® And in recent corporate
resolutions, DOJ has provided additional cooperation credit for
those companies who were able to provide employee cell phone
data to prosecutors.

As it relates to financial transactions, technological advance-
ments have made it more difficult for prosecutors to follow the
money. Off-shore banking has long been utilized by fraudsters
to move money through financial havens and fiscal paradises
with limited regulation and oversight. Yet despite global efforts
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to combat money laundering, off-shore banking remains a pre-
terred method for fraudsters to move illicit funds. While there are
methods for prosecutors to get overseas financial records through
requests pursuant to Mutual Legal Assistance Treaties or via cor-
respondent banking records domestically, these methods often yield
slow and incomplete results. And, if the records are held within
a country that does not cooperate with U.S. authorities, they may
be impossible to obtain. The proliferation of digital banks and
cryptocurrencies have added additional layers of complexity to the
equation. Customers of digital banks may be harder to track down
or verify. As for cryptocurrencies, while investigators can utilize
blockchain analysis to connect the digital dots, such an effort is far
more resource intensive and time consuming than simply looking
at a wire transaction record from a bank.

While DOJ is trying to figure out ways to get their hands on
the key communications and financial records, there is no question
that recent technological advancements have moved the needle and
made prosecutors’ jobs more difficult.

Data Privacy Laws

Further complicating the process of gathering evidence, espe-
cially evidence overseas, are foreign data privacy laws and blocking
statutes. The two most relevant, and most problematic from a U.S.
prosecutor’s perspective, are those in the European Union and the
People’s Republic of China (PRC). These laws make it difficult for
DOJ to obtain evidence on crimes with an international nexus. And
in certain instances, the laws criminalize companies who provide
data from these jurisdictions to U.S. prosecutors.

For example, China’s International Criminal Judicial Assistance
Law directly affects DOJ investigations as it prohibits individu-
als and organizations in China from providing “criminal judicial
assistance” to DOJ without approval from Chinese authorities.®’
Additionally, there are data and cybersecurity security laws in China
with stringent requirements for data protection, network security,
and data storage which further complicate things. In addition to
these laws making cross-border enforcement more challenging
for DOJ, they also introduce challenges for companies based in
China, or with operations therein, that wish to cooperate or self-
report misconduct. Even if companies wish to self-report to claim
cooperation credit or a declination, they may risk penalties for
violating PRC prohibitions.
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In the European Union, data privacy laws broadly govern the
processing and transfer of personal data. DOJ prosecutors and
companies cooperating in DOJ investigations are not excused from
complying with EU privacy laws. While these laws make it more
difficult for DOJ, they also make it more difficult for companies
when deciding to self-report. To avoid violating EU privacy laws
during investigations, companies should hold open dialogues with
DOJ to avoid non-cooperation penalties. In contrast to the PRC,
DOJ prosecutors are generally aware of how EU privacy laws impact
their investigations and are better able to work within these restric-
tions cooperatively with companies. However, in response to both
EU and PRC laws, companies should encourage the regulators to
discuss directly with each other so that companies receive DOJ
whistleblower benefits and avoid EU and PRC penalties.

What Does It All Mean for Companies?

Companies need to be thoughtful and proactive in responding
to this new whistleblower landscape. For many companies, decid-
ing whether to report misconduct has previously turned on how
likely it was that DOJ would discover the misconduct on its own.
With these new programs, the calculus in making this decision
has changed dramatically. To get out in front of potential issues,
it'’s essential that companies review their existing compliance
programs, codes of conduct, and corporate training programs to
promote compliance and prevent issues from arising in the first
place. And when misconduct is identified, companies should be
ready to engage counsel, understand the options, and make quick
decisions. DOJ will be eagerly waiting whoever decides to call first.

Robust Compliance Programs

The first line of defense against corporate wrongdoing is a
robust and effective internal compliance program. Now, more than
ever, companies should ensure they have updated policies and
procedures in place, as well as effective training to reinforce those
policies and procedures, to make every reasonable effort to stay on
the right side of the law. The reality is that even the best programs
do not guarantee compliance. Given the DOJ Corporate WB Pilot
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Program, companies should start to think creatively about how they
can encourage employees to use their internal reporting hotline in
the first instance. Getting employees to report potential violations
internally may allow the company to properly assess the best path
forward, as opposed to being engulfed in an investigation with no
opportunity to first independently assess the scope of the problem
or to decide whether or not to self-report.

For those companies engaging in M&A transactions, they
should design and maintain robust corporate compliance programs
that enable them to:

1. Conduct thorough risk-based due diligence;

2. Ensure that the acquiring company’s code of conduct and

compliance policies and procedures regarding the FCPA

and other applicable laws apply as quickly as is practicable;

Train the directors, officers, and employees;

4. Conduct a risk-based audit of all newly acquired entities
as quickly as practicable; and

5. Expeditiously analyze the potential benefits of disclosing
misconduct discovered as part of its due diligence.

Nt

Enhanced Internal Reporting Mechanisms

Companies need to ensure that their internal reporting mecha-
nisms are effective and utilized, and that allegations are tracked
and investigated when appropriate. To do that, companies need
to have a strong culture of ethics and compliance that is clearly
communicated throughout their organization. As it relates to their
internal reporting hotlines, companies need to broadly promote the
existence of those hotlines, ensure employees’ reports are anony-
mous and confidential, and make certain that a system is in place
to track, assess, and where necessary, investigate reports.

However, in this new whistleblower landscape, even that may
not be enough. Now that DOJ is dangling financial incentives
and NPAs to encourage employees to call, companies will need
to think creatively about how to counter-incentivize employees
to use internal company whistleblower hotlines. The providing
of rewards and incentive programs to employees who make good
faith internal reports may motivate employees to call a company’s
internal hotline before calling DOJ.
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Companies Need to Engage Counsel and Make
Self-Disclosure Decision Early

If a company decides to self-report, they should do so quickly.
The decision to self-report is something that needs to happen
early and quickly given the increased likelihood that DOJ will find
out about misconduct from individuals. Under the revised CEP,
a company can only qualify for the full benefits of the voluntary
self-disclosure program if the conduct they report is entirely new
to DOJ. But after the introduction of all of these new programs
that incentivize individuals within companies to call DOJ, the
probability that an employee has already tipped off DOJ is much
higher. Accordingly, the earlier a company can make the determi-
nation whether or not to self-disclose, the better. The timeline of
a company’s decision to self-report is weighted considerably by
prosecutors when assessing cooperation and determining benefits
and declinations. Companies should understand, in consultation
with experienced counsel, that when they make a decision not to
self-disclose early on, they will likely be forfeiting many potential
benefits should DOJ become aware of the conduct elsewhere.
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ate) for their contributions to this article.
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